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DETAILED ACTION 

This office action is in response to application filed on January 14, 2010. Claims 1-8, and 
10-22 are pending for further consideration. 

Allowable Subject Matter 

Claims 17-22 are objected to as being dependent upon a rejected base claim, but would 
be allowable if rewritten in independent form including all of the limitations of the base claim 
and any intervening claims. 

Response to Arguments 

Applicant's arguments filed on January 14, 2010 have been fully considered but they are 
not persuasive because of the following reasons: 

Regarding Claims 1-8 and 10-16 applicants argued that Vergnes, discloses nothing of circuits 
412-1 and 412-2 performing the same function with different logical operations. Applicant 
submits that disclosing that functions may be the same does not constitute a disclosure that, in 
addition to the functions being the same, the logical operations are different. The second fact 
establishing that Vergnes' circuit 412-2, in contrast, does not, and cannot, operate on the same 
input data as circuit 412-1 because the Vergnes combinatorial circuits 412-1 and 412-2 are in 
series ". 
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This is not found persuasive. The system of cited prior art teaches a system and method 
for a processing circuit that is configured to receive an input in order to create an output. The 
system performs reshaping of current consumption during processing time period by an 
additional combinatorial circuit, thus reducing the processing period during 
encryption/decryption to make current analysis more difficult. In this system a controller is 
coupled to the processing circuit and is configured to track L manipulations, wherein L is an 
integer. The controller is further configured to send a select signal to the processing circuit and to 
cause the processing circuit to manipulate the input over N clock cycles. N is an integer and N is 
less than or equal to L. N varies over the plurality of processing time periods. An output port is 
coupled to the processing circuit and is configured to convey the output (Fig.4-6, and [0031- 
0036, 0046-0047, and 0051]). 

Thus the system of cited prior art provides a system and method for having a set of 
combinatorial logical circuits, the set of combinatorial logical circuits comprising a first 
combinatorial logical circuit, arranged to perform a first set of logical operations on input data 
and to produce output data, the output data having a functional relation to the input data 

Therefore, the examiner asserts that cited prior art does teach or suggest the subject 
matter recited in independent and dependent claims. Accordingly, rejections for claims 1-8, and 
10-16 are respectfully maintained. 
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Claim Rejections - 35 USC §102 

The following is a quotation of the appropriate paragraphs of 35 U.S. C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 2 1(2) of such treaty in the English language. 

Claims 1-8, and 10-16 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Vergnes (U. S. Publication No.: 2005/0089060 Al). 

1 . Regarding Claim 1 Vergnes teaches and describes an electronic circuit for cryptographic 
processing, having a set of combinatorial logical circuits, the set of combinatorial logical circuits 
comprising a first combinatorial logical circuit, arranged to perform a first set of logical 
operations on input data and to produce output data, the output data having a functional relation 
to the input data, characterized in that the set of combinatorial logical circuits further comprises 
at least a second combinatorial logical circuit, arranged to perform a second set of logical 
operations on the same input data and to produce output data, the output data having an identical 
functional relation to the input data, wherein the first set of logical operations is different from 
the second set of logical operations, and wherein the electronic circuit is arranged to dynamically 
select one combinatorial logical circuit of the set of combinatorial logical circuits for performing 
logical operations on the input data and producing output data (Fig.4-6, and [0031-0036, 0046- 
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0047, and 0051]). 

2. Regarding Claim 5 Vergnes teaches and describes an electronic circuit for cryptographic 
processing, comprising: a combinatorial logical circuit arranged to perform logical operations on 
input data and to produce output data, a storage element for storing output data produced by the 
combinatorial logical circuit, characterized in that the electronic circuit further comprises a first 
set of an encoding means and a corresponding decoding means, arranged for encoding first 
output data before storing the first output data in the storage element and decoding the first 
output data after retrieving the first output data from the storage element, respectively, and 
wherein the electronic circuit is arranged to dynamically control the activation of the first set of 
an encoding means and a corresponding decoding means (Fig.4-6, and [0031-0036, 0046-0047, 
and 0051]). 

3. Regarding Claim 10 Vergnes teaches and describes a method of processing cryptographic 
data, comprising: using a set of logical operations for processing input data and producing output 
data, storing the output data in a storage element, characterized in that the method further 
comprises: encoding the output data before storing the output data in the storage element, 
decoding the encoded output data after retrieving from the storage element, dynamically 
controlling the encoding and corresponding decoding of the output data (Fig.4-6, and [0031- 
0036, 0046-0047, and 0051]). 
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4. Regarding Claim 16 Vergnes teaches and describes a method of processing cryptographic 
data, comprising: generating a mode signal having one of a given plurality of states; 
receiving a given input data and generating a cryptographic processed data output, said 
generating including: 

generating a first input data, wherein the first input data is a selected one of a mask of the given 
input data and a not mask of the given data, the selection based on the state of the mode signal; 
generating a second input data, wherein the second input data is the other of the mask of the 
given input data and the not mask of the given data, performing a first set of logical operations 
on the first input data to generate a first output data, the first set of logical operations embodying 
a given input-output function, performing a second set of logical operations on the second input 
data to generate a second output data, the second set of logical operations being different than the 
first set of logical operations and the second set of logical operations embodying the same given 
input-output function, and merging the first output data and the second output data to generate 
the cryptographic data output; repeating said generating a mode signal to have a different one of 
the given plurality of states; and repeating said receiving a given input data and generating a 
cryptographic processed data output (Fig.4-6, and [0031-0036, 0046-0047, and 0051]). 

5. Claims 2-4, 6-8, and 1 1-15 are rejected applied as above rejecting Claims 1, and 5. 
Furthermore, Vergnes teaches and describes a method of processing cryptographic data, wherein 

As per Claim 2, comprising at least a first set of combinatorial logical circuits and a 
second set of combinatorial logical circuits, and arranged to use output data produced by the first 
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set of combinatorial logical circuits as input data of the second set of combinatorial logical 
circuits (Fig.4, and [0031-0033, and 0051]). 

As per Claim 3, further comprising: a selection circuit arranged for generating a signal to 
select one combinatorial logical circuit of the set of combinatorial logical circuits, a splitter 
circuit arranged for inputting the input data to one combinatorial logical circuit of the set of 
combinatorial logical circuits, depending on the signal, a merger circuit arranged for outputting 
the output data from one combinatorial logical circuit of the set of combinatorial logical circuits, 
depending on the signal (Fig.4, and [0034-0036, 0046-0047]). 

As per Claim 4, further comprising a timing circuit arranged to determine the points in 
time at which the selection circuit generates the signal to select one combinatorial logical circuit 
of the set of combinatorial logical circuits (Fig.4-6, and [0046-0048]). 

As per Claim 6, further comprising a second set of an encoding means and a 
corresponding decoding means, arranged for encoding second output data before storing the 
second output data in the storage element and decoding the second output data after retrieving 
the second output data from the storage element, respectively, wherein the encoding of the first 
output data is different from the encoding of the second output data, and wherein the electronic 
circuit is further arranged to dynamically select one set of an encoding means and a 
corresponding decoding means, of a set comprising at least the first set of an encoding means 
and a corresponding decoding means and the second set of an encoding means and a 
corresponding decoding means, for encoding and decoding of the output data (Fig.5, and [0037- 
0045]). 
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As per Claim 7, further comprising a timing circuit arranged to determine the points in 
time at which the electronic circuit selects one set of an encoding means and a corresponding 
decoding means, of a set comprising at least the first set of an encoding means and a 
corresponding decoding means and the second set of an encoding means and a corresponding 
decoding means (Fig.5, and [0046-0049]). 

As per Claim 8, the combinatorial logical circuit comprises a first combinatorial logical 
circuit and at least a second combinatorial logical circuit, the first combinatorial logical circuit 
arranged to perform a first set of logical operations on input data and to produce output data, the 
output data having a functional relation to the input data, the second combinatorial logical circuit 
arranged to perform a second set of logical operations on the same input data and to produce 
output data, the output data having an identical functional relation to the input data, wherein the 
first set of logical operations is different from the second set of logical operations, and wherein 
the electronic circuit is arranged to dynamically select one combinatorial logical circuit, of a set 
comprising at least the first combinatorial logical circuit and the second combinatorial logical 
circuit, for performing logical operations on the input data and producing output data (Fig.4-6, 
and (Fig.4-6, and [0031-0047, and 0051]). 

As per Claim 1 1, a cryptographic device comprising an electronic circuit according to 
claim 1 (Fgi.4-6). 

As per Claim 12, the selector includes: a first mask circuit for selectively masking and 
not masking, based on the signal, the given input data for input to the first combinatorial logical 
circuit, and a second mask circuit for selectively masking and not masking, based on the signal, 
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the given input data for input to the second combinatorial logical circuit (Fig. 4-6, and [0031- 
0036, 0046-0047, and 0051]).. 

As per Claim 13, the selector includes: a first mask circuit to selectively mask and not 
mask, based on the signal, the given input data and to input the selected masked and not masked 
given input data to the first combinatorial logical circuit, and a second mask circuit to selectively 
mask and not mask, based on the signal, to input the selected masked and not masked given input 
data to the second combinatorial logical circuit (Fig. 4-6, and [0031-0036, 0046-0047, and 
0051]).. 

As per Claim 14, the first mask circuit includes an AND mask configured to mask and to 
not mask the given input data by inputting to the first combinatorial logical circuit a selection 
between all zeros and the given input data, respectively and wherein the second mask circuit 
includes an AND mask configured to mask and to not mask the given input data by inputting to 
the second combinatorial logical circuit a selection between all zeros and the given input data, 
respectively (Fig.4-6, and [0031-0036, 0046-0047, and 0051]).. 

As per Claim 15, the selector includes an OR merger circuit to receive {.he output of the 
first combinatorial logical circuit and to receive the output of the second combinatorial logic 
circuit, and to output, as the selected output, a logical OR of the output of the first combinatorial 
logical circuit and the output of the second combinatorial logic circuit (Fig.4-6, and [0031-0036, 
0046-0047, and 0051]).. 
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Conclusion 

Applicant's amendment necessitated the new ground(s) of rejection presented in this 
Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). 
Applicant is reminded of the extension of time policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the date of this 
final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to SYED ZIA whose telephone number is (571)272-3798. The 
examiner can normally be reached on 9:00 to 5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, William R. Korzuch can be reached on 571-272-7589. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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April 16, 2010 
/Syed Zia/ 

Primary Examiner, Art Unit 243 1 



